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Dangers

Total value received by ransomware attackers, 2019 - 2023
$1.38

$1.08B

» Average ransom in 2023 :
700’000$

$0.8B

> 2022 : war in Ukraine and

50.58 collapse of Conti Group

$0.3B

$0.0B

2019 2020 2021 2022 2023

© Chainalysis




Vulnerabilities

Monthly counts of CVE publications (MITRE CVE List)
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Monthly count of CVEs (removing "Rejected" and "Reserved") published on MITRE's CVE List, https: [ [cve.mitre.org/cve/
245,505 CVEs published as of Monday, Apr 15, 2024
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Have been exploited
in 2023/2024 :

» Fortinet

» Palo Alto

» 1Password

» Microsoft

» Sonicwall

> SSH / XZ

» To be continued ...




Cyber risk 101

HAZARD

Data types :

> Administrative

> Financial
VULNERABILITY

> Personal data
> ...

How to protect an organisation should depends on
what it has to lose :

Which impacts in case of cyber incident ?

=> The starting point




SME evaluated risks
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SME evaluated risks / employee
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Cyber risk reduction

Impact

Dammage
cost

Probability



Cyber risk reduction

Impact

Improve resilience
e.g. : strong backup

Dammage
cost

Probability



Cyber risk reduction

Impact

Improve defence :
e.g.: EDRor
awareness

Dammage
cost

Probability



Cyber risk reduction

Impact

Non-insured
cost
+ excess
+ premium

Insured

Probability



Results from the ground

* Next come statistics of the status of
organisations which started the Labelling
process.

* Pool size : ¥550 organisations in
Switzerland, from 2 to 1000 employees.
 The organisations that finished the process

had all been checked as compliant.

This is not entirely representative of Swiss
organisations, since these are the ones that
have undertaken such a process.




Results from the ground

Are antivirus alerts collected ?

W Centralized
Manually
® Not looked at

When tested, the reaction time was often too

long (sometime days).




Results from the ground

Do you have a backup ?

Good news ! Quite every organisation has
backups of their systems, but...




Results from the ground

Can admin account destroy all backups ?

mYes
m No

Most of the time, an attacker can destroy

them all simply by getting admin rights.




Results from the ground

Do you have a recovery plan ?

mYes
m No

Finally, most organisations never thought

about the recovery process....



Which requirements are related to resilience ?

Faster recovery

* Backups every day [3.3.5.1-9]

e Backups are unreachable for ANY account in the organisation [3.3.5.10]

* Recovery plan must exist, be tested and a minimal checklist should be completed [3.3.6.1-3]

Limit the malware spread :

* Internal contact point => faster reaction [3.1.1.1+2]

* Permission list => least privilege + easier forensics [3.1.1.4]

* Data matrix : Which data exists and where + sensitivity levels [3.2.1.1+2]

* Encrypt sensitive data [3.2.2.2+3]

e Use MFA [3.2.2.4]

* No high level vulnerabilities in internal network [3.2.5.1] Requirements published in
* AV on every device + check alerts [3.3.4.4+5] Tt e (A

* Passwords manager must be used [3.3.7.2] https://www.cyber-safe.ch/exigences/



https://www.cyber-safe.ch/exigences/

Cyber-Safe Label
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Achievements (2024)

>180
Label awarded

I SAFE




CYBER +

SAFE

» Non-for-profit association

» Most of the umbrella
organisations are part of the

standardisation process

» Insurances recognise the Label
helvetia A\

Allianz @)

> Partner of :

Schweizerische Eidgenossenschaft

+ Confédération suisse
Confederazione Svizzera
Confederaziun svizra

Swiss Confederation

Federal Department of Defence,
Civil Protection and Sport DDPS
National Cyber Security Centre NCSC

Who are we?
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Thank you for
your attention

https://demo.
cyber-safe.ch

nfrey@cyber-
safe.ch
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