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National Cyber Security Center (NCSC)

The National Cyber Security Centre is the 
federal government's competence centre
for cybersecurity (and new federal office 
since 1 January 2024) and thus the first point 
of contact for businesses, public services, 
educational institutions and the population 
when it comes to cyberissues. 

It is responsible for the coordinated 
implementation of the national cyberstrategy
(NCS).

➢ https://www.ncsc.ch/
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https://www.ncsc.ch/
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National Cyberstrategy NCS
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The national cyberstrategy (NCS) was approved by the Federal Council on 5 April 2023 

and by the cantons on 13 April 2023. The strategy sets out the objectives and 

measures with which the federal government and the cantons, together with the 

business community and universities, intend to counter cyberthreats. A steering 

committee will be established to plan and coordinate the implementation of the strategy, 

and will also refine it. Its role is to be expanded and its independence increased.
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Follow the news
National awareness campaigns
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S-U-P-E-R.ch
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Who am I?
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• Buying and selling online
• Child and youth

prevention
• Nine practical tips for 

secure mobile phone use
• …

• E-learning on 
cybersecurity and 
information security for 
towns, cities and 
communes

• …

• Cooperation with IT service 
providers

• Do you have your payment 
processes under control?

• Home Office - Secure use of 
remote access

• …

• Security in the Internet of 
Things (IoT)

• Measures to protect 
industrial control systems 
(ICSs)

• …
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Incident discovered?
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Vulnerability discovered?
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The NCSC was recognised by the 
competent independent US organisation, 
MITRE as a CVE Numbering Authority. In 
this role, the NCSC is responsible for 
preparing and publishing information 
about the vulnerabilities reported to it 
and the associated CVE records. The NCSC 
is the official contact point for reporting 
security vulnerabilities in Switzerland, but 
also maintains their CVE IDs for 
international exchange.
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Cyber Security Hub (CSH)
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The aim of the CSH is to provide 

operators of critical infrastructures 

(critis) with targeted information 

and warnings on cyber threats 

(e.g. ongoing cyber attacks, 

early warnings, instructions for 

self-protection) and to enable 

the secure exchange of 

information between NCSC and 

critis. 
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GovCERT

• Support from GovCERT with 
technical expertise

• Access to technical data for 
blocking or monitoring purposes
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Analyze 
Cyber-
Threats

GovCERT
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Threat
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What can I do to prevent incidents?
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What can I do to prevent incidents?

• Two-factor authentication (2FA / MFA) for internal resources accessible 
from the Internet (Sharepoint, web mail, remote access, etc.)
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What can I do to prevent incidents?

• Life cycle und patch management

➢Security updates must be 
installed promptly 

➢Software and devices that are no 
longer supported by the 
manufacturer and no longer 
receive security updates (“End of 
Life”) harbour a high security risk 
and must be replaced promptly
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What can I do to prevent incidents?

• Backups:

➢ Create regular backups of your 
data 

➢Store these “offline”, i.e. physically 
separated from the company 
network
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Increasing cyber resilience in the context of 
major events and international conferences

Updated information depending on 
the actual situation
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➢ https://www.ncsc.admin.ch/ncsc/en/home/aktuell/im-fokus/2024/massnahmen-
grossanlaesse-konferenzen.html

https://www.ncsc.admin.ch/ncsc/en/home/aktuell/im-fokus/2024/massnahmen-grossanlaesse-konferenzen.html
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Ask questions
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Thank you!

Monica Ratte

Co-head of GovCERT (NCSC)


