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Y National Cyber Security Center (NCSC)

The National Cyber Security Centre is the

federal government's competence centre N i —?39 H?Sg’
for cybersecurity (and new federal office ) |
since 1 January 2024) and thus the first point . . @ . @ @
of contact for businesses, public services, @ @ e e
educational institutions and the population -- -
when it comes to cyberissues.

It is responsible for the coordinated

implementation of the national cyberstrategy
(NCS).

> https://www.ncsc.ch/
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National Cyberstrategy NCS

The national cyberstrategy (NCS) was approved by the Federal Council on 5 April 2023
and by the cantons on 13 April 2023. The strategy sets out the objectives and
measures with which the federal government and the cantons, together with the
business community and universities, intend to counter cyberthreats. A steering
committee will be established to plan and coordinate the implementation of the strategy,
and will also refine it. Its role is to be expanded and its independence increased.

2.1.2 Strategic objectives

necessary conditions to ensure that a high level of protection is guaranteed, that secure
digital infrastructures, products and services are used, and that risk appetite is

consciously managed.
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Y Follow the news
National awareness campaigns

SCHUTZEN SIE IHRE

HALTEN
SIE IHRE

ZUGANGE, DAMIT SIE
NIEMAND KNACKT.

MACHEN SIE
EIN BACKUP

IHRES
IST DAS COMPUTERS,

IHR PASSWOR®
Dann kdnnen Sie BEVOR ES

Wir aktualisieren lhre
Daten. Bitte Kreditkarten-
nummer eingeben.

AUF KEINEN

i
FALL! mit Cyberkriminellen ZU SF

rechnen.

ROBUST!

rogramm.
in Virenschutzp
Nutzen S;:z[ mehr & erfahren -

tickisch,

sworter sind

Schw“he;"s sicherheit ist - A st ryb ersicher n it -
pPs

s-U-P-E-R.ch = _u-p-g -R.ch =.

: & Daten richtig

schitze Sichern e lhre
mnen Sic! en!

Je tzt ehr erfahren und ge . leut* el erfahfe"‘ und gelnn

s-U-P-E-R.ch < s—U-P"E -R. ch =

S-U-P-E-R.ch
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Y Who am?

Information for

/ Individuals Companies Authorities IT Specialists \
Buying and selling online e Cooperation with IT service ¢ E-learning on e Security in the Internet of
Child and youth providers cybersecurity and Things (loT)
prevention * Do you have your payment information security for ¢ Measures to protect
Nine practical tips for processes under control? towns, cities and industrial control systems
secure mobile phone use * Home Office - Secure use of communes (ICSs)
remote access . .. .
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An email/a text message/a WhatsApp
message

Y Incident discovered?

| am prompted to dick on a link

MNCEC

| dicked on the link
[ What's your report about? ]

| am prompted to log in

message

[ Phishing ]
A phone call
Criminals use phishing te lure victims into providing their
passwords and other personal information.
Sodial media learn more

A computer/a smartphone/a tablet/s system

Fraudulent email concerning alleged tax
refund

An online advertisement (goods, job) or an

. learn mors
online purchase

Phishing: This incdent applies to me - | would
like to report it

B &8 & ¥ ¢ K

A website/a web service/a web platform

. . - : Finandzl damage
an incident a vulnerability = | Measures —Phishing
- A5 so0n as you realize that you have entered your password
Extortion on a phishing site, change this password for all services where
you use it. If you provided credit card details, contact your...
c:"::) Repclrt direl:tly Show all measures ...
sulse sfoice

The measures listed help me and | would like

FDr.certa?n gffences, it i_5 possible to file_a to support the NCSC and report the case
online criminal complaint. You cannot file a

complaint via Suisse ePolice if you are resident
in one of the following cantons: AG, BS, GE, JU,
MWW, OV SH, 50, TI, UR, VD, WS,

MCEC

Further information will help us to deal with
the case (The communication of contact
I'would like to file a criminal complaint details is voluntary).
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Y Vulnerability discovered?

Report

Summary/keyword *

Severity

Description *

an incident a vulnerability

Impact
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Report vulnerabilities

Brief description of the vulnerability (max 250
characters).

lun known

Description severity level see
https:/ /wwwefirst. orgfovss/calculator/3.0.

4

Describe your observation in as much detail as possible to
help us reproduce the problem and fix it as quickly as
possible.

The NCSC was recognised by the
competent independent US organisation,
MITRE as a CVE Numbering Authority. In
this role, the NCSC is responsible for
preparing and publishing information
about the vulnerabilities reported to it
and the associated CVE records. The NCSC
is the official contact point for reporting
security vulnerabilities in Switzerland, but
also maintains their CVE IDs for
international exchange.

CN\/— =

CVE-2024-3448 'rususse View JSON

Improper Access Control Leads to Server-Side Request Forgery in Mautic

© View Enhanced Vulnerability Data for this CVE Record by Selecting the “View JSON” Link +

Assigner: Switzerland National Cyber Security Centre (NCSC)
Published: 2024-04-10 Updated: 2024-04-10

Users with low privileges can perform certain AJAX actions. In this vulnerability instance, improper access to ajax?
action=plugin:focus:checklframeAvailability leads to a Server-Side Request Forgery by analyzing the eror messages returned
from the back-end. Allowing an attacker to perform a port scan in the back-end. At the time of publication of the CVE no patch is
available.
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Y Cyber Security Hub (CSH)
{0

Dashboard Posts Directories ¥t Emergency Contact

[INT] Cyber Security Hub

Cybermyth: Cybersecurity is complicated

Keep your systems up to date.

Yet another test post

Lorem ipsum doler sit amet, consetetur sadipscing elitr, sed diam nonumy eirmod tempor invidunt ut labore et dolore magna aliquyam erat, sed diam voluptua. At vero eos et accusam et justo duo dolores et ea
rebum. Stet clita kasd gubergren, no sea takimata sanctus est Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy eirmod temper invidunt ut labore et dolore
magna aliquyam erat, sed diam voluptua. At vero eos et accusam et justo duo dolores et ea rebum. Stet clita kasd gubergren, no sea takimata sanctus est Lorem ipsum dolor sit amet

0

Incident at swiss nuclear power plants

*** EXERCISE EXERCISE EXERCISE On January, Asia was a victim of a cyberattack that paralyzed much of the energy sector in that region. Two months later, on March the 22nd, North America faced the same
destiny, and last month Switzerland had a serious cyberattack affecting nuclear power plants in the country. All of these attacks share the same targeted field, consecution of actions and characteristics in
relation to the overall goals that were pursued and the perpetrator, that is thought to be an APT group.

0

TLP:-AMBER +STRICT

Cybermyth: If a telephone call displays a Swiss number, the call is from Switzerland and must be
trustworthy.

Keep your systems up to date. Make sure that all devices (computers, smartphones, tablets, etc.) automatically download available updates.
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The aim of the CSH is to provide
operators of critical infrastructures
(critis) with targeted information
and warnings on cyber threats
(e.g. ongoing cyber attacks,
early warnings, instructions for
self-protection) and to enable
the secure exchange of
information between NCSC and
critis.
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GovCERT

« Support from GovCERT with
technical expertise

* Access to technical data for
blocking or monitoring purposes

CARING
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Analyze
Cyber-
Threats
Track Detect

Threat Intrusions
Actors

Internet Incident

Hygiene > Response
Protect
Cls
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What can | do to prevent incidents?
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What can | do to prevent incidents?

« Two-factor authentication (2FA / MFA) for internal resources accessible
from the Internet (Sharepoint, web mail, remote access, etc.)
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What can | do to prevent incidents?

 Life cycle und patch management

»Security updates must be
Installed promptly

» Software and devices that are no
longer supported by the
manufacturer and no longer
receive security updates (“End of
Life”) harbour a high security risk
and must be replaced promptly
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What can | do to prevent incidents?

 Backups:

» Create regular backups of your
data

» Store these “offline”, i.e. physically
separated from the company
network
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O

Increasing cyber resilience in the context of
major events and international conferences

Updated information depending on
the actual situation

Summit on Peace

in Ukraine

_+_

Switzerland
15-16 June 2024

> https://www.ncsc.admin.ch/ncsc/en/home/aktuell/im-fokus/2024/massnahmen-

grossanlaesse-konferenzen.html
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Increasing cyber resilience in the context of major
events and international conferences

Major events and international conferences, such as the World Economic Forum Annual
Meeting (WEF) or the high-level conference on peace in Ukraine, which will take place on 15
and 16 June, have an impact on the cyberthreat situation. It is highly likely that events of this
Kind will i be seen as an to stage a or that parti

and their organisations will become the target of such attacks. While the moetivation and aims
of the perpetrators of cyberattacks may differ, the basic protection measures required remain
the same_ A large number of potential cyber incidents can be prevented when these are in
place.

This document provides a brief overview of the basic p i for
organisations in the context of large-scale events and international conferences. Many of the
recommendations have been around for years and are now regarded as common best prac-
tices. The National Cyber Security Centre (NCSC) recommends that these should be imple-
mented regardless of the current cyberthreat situation, and that suspicious activities should
be reported to the NCSC using the online reporting form *

This document does not address the specific protection needs of organisations directly in-
volved in an event. Such organisations must consider the dangers and requirements associ-
ated with the given event, in addition to the measures described here.

Priority measures:

The following measures have proven to be particularly effective in minimising cyber risks and
increasing cyber resilience:

+ Securing remote access
All remote access channels such as VPN, RDP, Citrix etc. and all other access to intemal
resources (e.g. webmail, Sharepoint etc.) should be secured with a second factor (two-
factor authentication — 2FA) or passkey. This also applies to access granted to suppliers,
contractual partners etc.

s Patch and lifecycle management
All systems must consistently and promptly undergo security updates. Updates that fix
critical security vulnerabilities in systems accessible via the internet should be installed
within 24 hours. Software or systems that are no longer supported by the manufacturer
(End of Life — EOL) should be switched off or moved to a separate, isolated network
zone.

+ Offline backups
Back up your data regularly. Use the generation principle (daily, weekly, monthly — at
least two generations). Always ensure that you physically disconnect the medium on
which you create the backup copy from the computer or network after the backup pro-
cess and store it securely or use WORM storage media.
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Ask questions

Federal Department of Defence, Civil Protection and Sport DDPS
National Cyber Security Center NCSC

How can the NCSC help me increase my resilience?

15



Thank you!

Monica Ratte
Co-head of GovCERT (NCSC)
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